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https://www.asisonline.org/publications--resources/esrm-resources-to-help-you-advance/

Phase 2: Maturity Model Questions

CULTURE LEVEL 1 - INITIAL

Security leaders representing all security functions have partnered with asset owners and proposed
policies and procedures to align ESRM with organizational strategies.

Questions
Oves Ono
Oves Ono
Oves Ono
Oves Ono
Oves Ono

1. Do you know who all of the leaders are who perform or represent security
activities? (Physical, IT, Cyber, Fraud, Privacy, Etc.)

2. Has the security department identified the appropriate asset owner for all
prioritized assets who are most accountable for all security risks?

3. Has the security leadership established relationships with function/
department business leaders across the enterprise?

4. Have you discussed the fundamental partnership and risk philosophies of
ESRM with all identified asset owners/ partners responsibility?

5. Have you discussed and gotten an agreement on how to align existing
security policies and procedures with all responsible leaders identified in
questions 1 and 2?

CULTURE LEVEL 2 - REPEATABLE

The tenets of ESRM have been socialized with security professionals across all security functions in
the organization through training/education.

Questions
Oves Ono
Oves Ono

1. Have you trained/presented all security personnel on the basic tenets of
ESRM as it relates to their position in the organization?

2. Have you documented the ESRM cycle and approach as the foundation/
charter for all security functions in the organization?

CULTURE LEVEL 3 - DEFINED

Security leaders representing all security functions have reached a partnership agreement with
asset owners to manage security risks in the ESRM model.

All security policies and procedures relevant to asset owners are documented and aligned with
ESRM appropriately and updated on a routine basis.

Questions
Oves OnNo
Oves OOno
Oves Ono

1. Have security leaders representing all security functions jointly reached a
partnership agreement with asset owners to manage security risks?

2. Have all security policies & procedures relevant to asset owners been
documented and aligned with ESRM appropriately?

3. Have all security policies & procedures relevant to asset owners been
reviewed, agreed upon, and updated within the past year?
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Phase 2: Maturity Model Questions

CULTURE LEVEL 4 - MANAGED

Security professionals are unified across all security functions and actively manage security risks
with asset owners and stakeholders according to established & documented ESRM processes
enterprise-wide.

Questions
Oves Ono 1. Are security professionals, across all security functions, successfully
supporting security risk management with asset owners?
Oves Ono 2. Are security professionals supporting the management of security risk in
a unified manner with asset owners?
Oves Ono 3. Is security risk being managed in accordance with established &

documented ESRM processes enterprise-wide?

CULTURE LEVEL 5 - OPTIMIZED

ESRM has been fully adopted as the organization’s integrated approach to security risk
management. Top management, asset owners, stakeholders and security professionals are unified
across the enterprise, routinely work together to manage/control security risk and drive continuous
improvement.

Questions

CIves Cno 1. Has a documented ESRM approach been successfully & universally
adopted across the entire organization?

Oves Cno 2. Do security professionals across all security functions operate in a unified
manner, to collectively identify, manage and control security risks in support
of asset owners who own the risk?

Oves Ono 3. Does top management support security professionals and asset owners

to drive continuous improvement of the organization’s approach?
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Phase 2: Maturity Model Questions

CONTEXT LEVEL 1 - INITIAL

Security leaders representing all security functions clearly understand ESRM within the context of the
organization’son, values, business processes, regulations, stakeholder responsibilities, and operating
environment.

Questions

Oves Ono 1. Do security leaders understand the mission and goals of the overall
enterprise and the industry in which it operates?

Oves Ono 2. Do security leaders understand the ESRM philosophy and approach?

Oves o 3. Do security leaders have a general understanding of the security risks
impacting the organization?

Ol ves Cno 4. Do security leaders understand the context of the security risks to the

organization and how the same risk impacts other functions and areas of the
organization differently?

CONTEXT LEVEL 2 - REPEATABLE

Security leaders representing all security functions can articulate how ESRM can support all business
functions through socialization of ESRM and appropriate strategy outlines for implementation.

Questions

CIves Cno 1. Do security leaders have adequate knowledge and training on ESRM
topics to convey to business functions the potential impact of security risks?

Oves Ono 2. Do security leaders have adequate access to engage in security risk
management decisions with business functions?

Oves Ono 3. Do security leaders have adequate knowledge of business functions to

express security risks in terms that will resonate with business function leaders?

CONTEXT LEVEL 3 - DEFINED

Security professionals representing all security functions can demonstrate how their functions can help
asset owners and stakeholders manage security risk across the organization in line with ESRM processes.

Questions

Oves Ono 1. Do security professionals actively engage asset owners when new
security risks arise?

Oves Ono 2. Do security professionals provide asset owners with risk treatment
options and recommendations?

Oves Ono 3. Do asset owners sign off on the security recommendations/options
presented by enterprise security professionals?

Oves Ono 4. Do security professionals provide sufficient awareness to asset owners of

the security issues they may face?
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Phase 2: Maturity Model Questions RETURN TO TABLE

I ————~,
CONTEXT LEVEL 4 - MANAGED

Security professionals are unified across all security functions and working with their teams, asset
owners, and stakeholders to monitor and review any changes that might impact the enterprises’ profile.

Questions
Ovyes OOno
Oves Ono
Oves OOno
Oves OnNo
Oves Ono
Oves Ono
Oves Ono
Oves Ono

1. Are risk assessments shared across disciplines and leveraged to identify
assets and risks to ensure all are considered in the ESRM process?

2. Are security risk monitoring activities performed and shared across all
disciplines and leveraged to identify new or emerging security risks in the
enterprise proactively?

3. Do asset owners actively engage security professionals to discuss
security risks?

4. Do security professionals coordinate with asset owners to develop risk
treatment options and recommendations?

5. Do asset owners actively affirm a risk treatment option?
6. Are security risks included on the enterprise risk register?

7. Do asset owners engage their key staff in supporting effective security
risk management throughout the organization?

8. Do security leaders ensure that effective post-incident reviews and root
cause analysis is carried out after any significant event?

CONTEXT LEVEL 5 - OPTIMIZED

The organization conducts ESRM proactively. Security leaders are unified across all security functions
and work with asset owners who take ownership of their own security risk. Security professionals &
asset owners work together to continuously improve ESRM through open, real-time communication
with the top management, asset owners, and other stakeholders.

Questions

Oves OOnNo
Ovyes OOno
Oves Ono

1. Does an ongoing training program exist to ensure all employees are
trained to promote and improve a dynamic ESRM security culture?

2. Is the risk register actively managed across business functions, prioritized
according to the organization values, business processes, regulations,
stakeholder responsibilities, and operating environment?

3. Are you able to achieve near real-time ESRM capability?
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Phase 2: Maturity Model Questions

STAKEHOLDERS LEVEL 1 - INITIAL

Security leaders representing all security functions have identified asset owners and key
stakeholders across the enterprise and have begun socializing ESRM philosophy.

Questions

Oves 0o 1. Has the Security Department identified all enterprise assets (tangible and
intangible) considered in the ESRM program?

Oves Ono 2. Do you know who all the different stakeholders are who have
responsibility for the enterprise?

CIves Cno 3. Do these stakeholders include the Board, the C-suite, IT, Audit, Legal,
Finance, Privacy, Health and Safety, Cybersecurity, Facilities, HR?

Oves Ono 4. Have you engaged with these stakeholders and begun a discussion
around the security risks to their assets?

Oves OnNo 5. Are all your security colleagues across the enterprise similarly engaged
with these stakeholders?

Oves Ono 6. Have you established a plan/method to introduce ESRM across the

enterprise through emails, conference calls, coffee and lunch meetings?

STAKEHOLDERS LEVEL 2 - REPEATABLE

Security leaders representing all security functions have identified, understood, and documented
ESRM stakeholder relationships and defined and agreed on roles and responsibilities concerning
security risk management support to asset owners.

Questions

Oves Ono 1. Has your engagement with stakeholders enabled you to understand their
roles regarding ESRM?

Oves Ono 2. Have you documented these roles and agreed on their responsibilities
regarding ESRM?

Oves Ono 3. Have you agreed and documented the security team’s management

support for these asset owners?

STAKEHOLDERS LEVEL 3 - DEFINED

Security professionals representing all security functions and asset owners have documented the
identification, prioritization and mitigation of security risks.

Questions
Oves Ono 1. Have you worked with stakeholders to identify and document the key security
risks to the enterprise and individual assets and functions within the enterprise?
Oves Ono 2. Have you worked with all your security colleagues to prioritize and
document security risks?
Oves Ono 3. Have you agreed to a collaborative and documented response to mitigate

these risks?



Phase 2: Maturity Model Questions

STAKEHOLDERS LEVEL 4 - MANAGED

Security leaders are unified across all security functions enterprise-wide and have implemented
documented processes to ensure stakeholder engagement continuity. Partnerships continue to
progress as personnel change among asset owners and other stakeholders.

Questions
Oves Ono 1. Are all security leaders and functions working closely together on all
security risks?
Oves Ono 2. Are internal and external security threats and risks managed holistically in
partnership with all impacted groups?
Oves Ono 3. Are your security teams engaging with the stakeholders in a collaborative
approach that is reviewed and updated annually?
Oves Ono 4. Are you notified regularly on changes in personnel and responsibility for
asset ownership and security risk management?
Oves OnNo 5. Are you notified on a six-monthly basis of new stakeholders or changes in
their functions, personnel and policies?
Oves Ono 6. Is all of the above documented?

STAKEHOLDERS LEVEL 5 - OPTIMIZED

Security leaders are unified across all security functions enterprise-wide and working directly with
top management to ensure an integrated and proactive approach in preparing for anticipated
changes in asset owners and key stakeholders and are planning for continuity of operations in the
event of unanticipated changes.

Questions
Oves Ono 1. Are you and all security leaders actively working with the Board
and senior management to ensure ESRM is fully integrated into the
organization’s strategy and policies?
Oves Ono 2. Are you and all security leaders, the Board and senior management
planning to progress ESRM and prepare for changes in asset owners?
Oves Ono 3. Are all stakeholders planning for continuity of operations and forecasting
unanticipated changes?
Oves Ono 4. Are Risk mitigation plans and activities and associated roadmaps updated
regularly to account for changing risk environments? Original (1. 5.10)
Oves Ono 5. Does an independent 3rd party audit all of the above?
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Phase 2: Maturity Model Questions

RISK MANAGEMENT LEVEL 1 - INITIAL

Security leaders representing all security functions have engaged with asset owners and
stakeholders to document existing security risks across the enterprise and align ESRM with the
organization’s arching risk management approach.

Questions

Oves o 1. Has the security department discussed & agreed to a security
risk management approach with top management aligned with the
organization’s arching risk management approach?

Oves Ono 2. Has the security department identified all asset owners within the
organization with appropriate authority to discuss & agree on security risks
to their assets?

Oves Ono 3. Has the security department identified all stakeholders relevant to the
organization who may play a role in determining effective mitigation of
security risk to the enterprise’s critical asset?

Oves Ono 4. Has the security department documented risk identified with each asset

owner?

RISK MANAGEMENT LEVEL 2 - REPEATABLE

Security leaders representing all security functions have agreed with asset owners and codified/
documented security risk management methodologies aligned to the organization’sarching risk
management approach. These methodologies outline the method of prioritization of the protection
of assets, identifying and evaluating security risk, and determining the appropriate risk mitigation
strategy.

Questions

Oves Ono 1. Has the security department codified/documented a security risk
management approach with asset owners?

Oves Ono 2. Are security professionals across all security functions unified in a
standard and integrated approach to security risk assessment? Do they
work together to develop suitable mitigation strategies with asset owners?

CIves Cno 3. Does the agreed-upon security risk management methodology consider
the prioritization of assets and a means of identifying and evaluating risk?

Oves Ono 4. |s the assignment of appropriate mitigation linked directly to risks

identified against each asset?
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Phase 2: Maturity Model Questions

RISK MANAGEMENT LEVEL 3 - DEFINED

Asset owners have taken ownership of and understand their security risk.

Questions

Oves Ono 1. Are Security professionals representing all security functions, working
directly with asset owners in an integrated manner to monitor & manage
security risks to their assets?

Oves Ono 2. Have asset owners defined their own risk tolerance, and do the security
professionals supporting each asset owner understand these risk tolerances
in relation to a security risk?

Oves Ono 3. Have asset owners acknowledged ownership of risk to their assets and

actions for mitigations of those risks?

RISK MANAGEMENT 4 - MANAGED

Security leaders unified across all security functions actively monitor the security risk management
strategy’s effectiveness. Security leaders engage with top management, asset owners, and other
stakeholders to measure and improve effectiveness across the enterprise.

Questions

Oves Ono 1. Have security leaders across all security functions adopted the security risk
management methodology agreed upon with top management?

Oves ONo 2. Do security leaders across all security functions monitor the progress of an
integrated security risk management approach?

Oves Ono 3. Do security leaders across all security functions engage with asset owners
& relevant stakeholders as an integrated security function to measure and
improve the enterenterprise’s security risk management approach?

Oves Ono 4. Do all security leaders across all security functions engage with top

management as an integrated security function to report the effectiveness of
the security risk management approach across the enterprise?

RISK MANAGEMENT LEVEL 5 - OPTIMIZED

Security leaders are unified across all security functions and work routinely with asset owners and
stakeholders to mitigate security risks across the enterprise proactively.

Questions

Oves Ono 1. Are security leaders across all security functions working routinely with asset
owners/stakeholders to proactively mitigate security risks across the enterprise?

CIves Cno 2. Has ESRM been adopted consistently across the entire enterprise?

Oves Ono 3. Has ESRM been successfully aligned with the organization’s overarching
risk management process?

Oves Ono 4. Has the adoption of a fully mature ESRM philosophy enhanced real-time

decision making across the organization?
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Phase 2: Maturity Model Questions

ESRM GOVERNANCE LEVEL 1 - INITIAL

Security leaders representing all security functions have agreed on an ESRM Governance
requirement with top management, aligned to broader organizational governance processes.

Questions
Oves Ono
Oves Ono
Ovyes OOno

1. Is there policy guidance or other documentation of organizational top
managements’ commitment to ESRM and its intended relationship to other
organizational functions and governance processes?

2. Does the security departments goals clearly align with and commit to an
ESRM philosophy and approach?

3. Have security department leadership and all function/department
business leaders across the enterprise drafted a foundation for the
development of ESRM policy?

ESRM GOVERNANCE LEVEL 2 - REPEATABLE

A documented security governance charter has been established, an ESRM governing body /
Security council has been formed, aligned to the organization’s and structure, and all members

understand their roles.

Questions
Oves Ono
Oves Ono
Oves Ono
Oves Ono

1. Has an ESRM governing body/security council been formed to govern
security risk and the security program??

2. Top management formally approved a security governance charter
establishing an ESRM governing body/security council?

3. Is the ESRM governance structure aligned with organizations and
structure?

4. Do the actions and activities of the security council demonstrate an
understanding of their roles in regards to ESRM governance?

ASIS ESRM Maturity ModelV2.3.240222 13
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Phase 2: Maturity Model Questions

ESRM GOVERNANCE LEVEL 3 - DEFINED

An ESRM governing body is actively overseeing ESRM and tracking positive outcomes of
the ESRM approach.

Questions

Oves 0o 1. Has the ESRM governing body defined goals and objectives for
implementing ESRM in the organization?

Oves Ono 2. |s there evidence that ESRM governance procedures/processes and
activities of the governing body support positive outcomes of the ESRM
approach?

Oves Ono 3. Does the ESRM governing body actively document risk management
decisions?

Clves Cno 4. Does the ESRM governing body execute a structured framework/process
to regularly review risk assessments?

Oves Ono 5. Does the ESRM governing body execute a structured framework/process

for regularly evaluate the effectiveness of risk mitigation strategies?

ESRM GOVERNANCE LEVEL 4 - MANAGED

An ESRM governing body has developed a formal agenda, discussed it at recurring meetings, and
reported it to top management.

Questions

Oves Ono 1. Does the ESRM governing body routinely work with all security leaders
to prepare and present relevant status reports to the organization’s
management?

Oves Cno 2. Is there documented evidence that risk across all security functions is

regularly reviewed and managed (in accordance with principles of ESRM)?

ESRM GOVERNANCE LEVEL 5 - OPTIMIZED

Periodically, reports are compiled concerning ESRM and ESRM governance by the ESRM governing
body, with input from relevant subcommittees as required, and delivered to top management.

Questions

Oves Ono 1. Is the ESRM governing body continuously ensuring that risk across
all security functions is dynamically identified, assessed, and effectively
managed (in accordance with principles of ESRM)

Oves Cno 2. Is there evidence that the organization’s approach is effective regardless
of the asset at risk or the threat vector?

Oves Ono 3. Is there evidence that the organization’s approach is effective regardless

of the asset at risk or the threat vector?
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Maturity Model

Culture

LEVEL 1
(Initial)

LEVEL 2
(Repeatable)

LEVEL 3
(Defined)

LEVEL 4
(Managed)

LEVEL 5
(Optimized)

Security leaders
representing all
security functions
have partnered with
asset owners and
proposed policies
and procedures to
align ESRM with
organizational
strategies.

The tenets of ESRM
have been socialized
with security
professionals across
all security functions
in the organization
through training/
education.

Security leaders
representing all
security functions
have reached
a partnership
agreement with asset
owners to manage
security risks in the
ESRM model. All
security policies and
procedures relevant
to asset owners are
documented and
aligned with ESRM
appropriately and
updated on a routine
basis.

Security
professionals are
unified across all
security functions

and actively manage
security risks with
asset owners
and stakeholders
according to
established &
documented ESRM
processes enterprise-
wide.

ESRM has been
fully adopted as
the organization
integrated approach
to security risk
management.
Security
professionals, unified
across the enterprise,
routinely work
together to manage/
control security risk
and drive continuous
improvement.

Context

LEVEL
(Initial)

LEVEL 2
(Repeatable)

LEVEL 3
(Defined)

LEVEL 4
(Managed)

LEVEL 5
(Optimized)

Security leaders
representing all
security functions
have a clear
understanding
of ESRM within
the context of the
organization’s
values, business
processes,
regulations,
stakeholder
responsibilities
and operating
environment.

Security leaders
representing all
security functions
can articulate
how ESRM can
support all business
functions through
the socialization
of ESRM and
appropriate
documentation
outlining a strategy
for implementation.

Security
professionals
representing all
security functions
can demonstrate
how their security
function can help
asset owners and
stakeholders manage
security risk across
the organization
in line with ESRM
processes.

Security
professionals are
unified across all
security functions

and working

with their teams,

asset owners, and
stakeholders to

monitor and review

any changes that

might impact the
enterprise’s profile.

The organization
conducts ESRM
proactively. Security
leaders are unified
across all security
functions and work
with asset owners
who take ownership
of their own security
risk. Security
professionals
& asset owners
work together to
continuously improve
ESRM through
open, real-time
communication with
the top management,
asset owners, and
other stakeholders.
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Stakeholders

LEVEL 1
(Initial)

LEVEL 2
(Repeatable)

LEVEL 3
(Defined)

LEVEL 4
(Managed)

LEVEL 5
(Optimized)

Security leaders
representing all
security functions
have identified
asset owners and
key stakeholders
across the enterprise
and have begun
socializing ESRM
philosophy.

Security leaders
representing all
security functions
have identified,
understood, and
documented
ESRM stakeholder
relationships
and defined and
agreed on roles
and responsibilities
concerning security
risk management
support to
asset owners.

Security
professionals
representing all
security functions
and asset owners
have documented
the identification,
prioritization and
mitigation of
security risks.

Security leaders are
unified across all
security functions
enterprise-wide and
have implemented
documented
processes to
ensure stakeholder
engagement
continuity.
Partnerships
continue to progress
as personnel change
among asset
owners and other
stakeholders.

Security leaders
are unified across all
security functions
enterprise-wide and
working directly with
top management
to ensure an
integrated and
proactive approach
in preparing for
anticipated changes
in asset owners and
key stakeholders
and are planning
for continuity
of operations
in the event of
unanticipated
changes.

Risk Management

LEVEL 2
(Repeatable)

LEVEL 3
(Defined)

LEVEL 4
(Managed)

LEVEL 5
(Optimized)

Security leaders
representing all
security functions
have engaged with
asset owners to
document existing
security risks across
the enterprise and
align ESRM with
the organization’s
overarching risk
management
approach.

Security leaders
representing all
security functions
have agreed with
asset owners
and codified/
documented security
risk management
methodologies
aligned to the
organization’s
overarching risk
management
approach. These
methodologies
outline the
prioritization of the
protection of assets,
identifying and
evaluating security
risk, and determining
the appropriate risk
mitigation strategy.

Asset owners have
taken ownership of
and understand their
security risk.

Security leaders are
unified across all
security functions
and actively monitor
the security risk
management
strategies and
effectiveness.
Security leaders
engage with top
management, asset
owners, and other
stakeholders to
measure and improve
effectiveness across
the enterprise.

Security leaders are
unified across all
security functions
and work routinely
with asset owners
and stakeholders
to mitigate security
risks across
the enterprise
proactively. The
ESRM methodology
is the standard
approach to security
risk management,
aligned with the
organization’s
overarching risk
management
process enabling
real-time decision
making across
the enterprise.
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ESRM Governance

LEVEL 1
(Initial)

LEVEL 2
(Repeatable)

LEVEL 3
(Defined)

LEVEL 4
(Managed)

LEVEL 5
(Optimized)

Security leaders
representing all
security functions
have agreed on an
ESRM Governance
requirement with
top management,
aligned to broader
organizational
governance
processes.

A documented
security governance
charter has been
established, an
ESRM governing
body / Security
council has been
formed, aligned to
the organization’s
structure, and all
members understand
their roles.

An ESRM governing
body is actively
overseeing ESRM
and tracking positive
outcomes of the
ESRM approach.

An ESRM governing
body has developed
a formal agenda,
discussed it at
recurring meetings,
and reported it to
top management.

Periodically, reports
are compiled
concerning
ESRM and ESRM
governance by the
ESRM governing
body, with input
from relevant
subcommittees
as required, and
delivered to top
management.
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Recommended Reading

Enterprise Security Risk Management Guideline, 2019

\‘ é A brief guide to ESRM implementation 2019 — Dave Feeney

GUIDELIN|

Time to pivot — Applying ESRM after Covid 19 2021 — Claire Meyer

Five Insights into ESRM 2017 — Rachelle Loyear & Brian Allen

How to implement ESRM 2018 - Art Fiero

In addition, the following publications may also be of interest:

The Managers Guide to Enterprise Security Risk Management, Essentials of Risk-
Based Security 2018 - Rachelle Loyear & Brian Allen

Enterprise Security Risk Management, Concepts and Applications 2017 - Rachelle
Loyear & Brian Allen

Security Risk Management Body of Knowledge 2011 - Julian Talbot & Miles Jakeman
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http://asisonline.org/security-management-magazine/articles/2019/11/a-brief-guide-to-esrm-implementation/
https://www.asisonline.org/security-management-magazine/latest-news/online-exclusives/2021/time-to-pivot-applying-ESRM-after-covid19/

http://asisonline.org/security-management-magazine/articles/2017/09/five-insights-on-esrm/
https://www.asisonline.org/security-management-magazine/articles/2018/08/how-to-implement-esrm/
http://store.asisonline.org/enterprise-security-risk-management-guideline-2019-e-book.html
http://store.asisonline.org/enterprise-security-risk-management-guideline-2019-softcover.html

	Cover
	ToC
	Introduction
	Recommended Reading
	Maturity Model How-To
	Maturity Model 01
	Maturity Model 02
	Maturity Model 03
	Culture Level 1-3
	Culture Level 4-5
	Context Level 1-3
	Context Level 4-5
	Stakeholder Level 1-3
	Stakeholder Level 4-5
	Risk Management Level 1-2
	Risk Management Level 3-5
	ESRM Governance Level 1-2
	ESRM Governance Level 3-5

	Check Box 298: Off
	Check Box 299: Off
	Check Box 300: Off
	Check Box 301: Off
	Check Box 302: Off
	Check Box 303: Off
	Check Box 304: Off
	Check Box 305: Off
	Check Box 306: Off
	Check Box 307: Off
	Check Box 312: Off
	Check Box 311: Off
	Check Box 310: Off
	Check Box 309: Off
	Check Box 308: Off
	Check Box 313: Off
	Check Box 314: Off
	Check Box 315: Off
	Check Box 316: Off
	Check Box 317: Off
	Check Box 322: Off
	Check Box 321: Off
	Check Box 320: Off
	Check Box 319: Off
	Check Box 318: Off
	Button 1: 
	Check Box 41: Off
	Check Box 42: Off
	Check Box 44: Off
	Check Box 43: Off
	Check Box 46: Off
	Check Box 45: Off
	Check Box 48: Off
	Check Box 47: Off
	Check Box 50: Off
	Check Box 49: Off
	Check Box 52: Off
	Check Box 51: Off
	Check Box 54: Off
	Check Box 53: Off
	Check Box 90: Off
	Check Box 89: Off
	Check Box 92: Off
	Check Box 91: Off
	Check Box 94: Off
	Check Box 93: Off
	Check Box 78: Off
	Check Box 77: Off
	Check Box 96: Off
	Check Box 95: Off
	Check Box 80: Off
	Check Box 79: Off
	Check Box 98: Off
	Check Box 97: Off
	Check Box 82: Off
	Check Box 81: Off
	Check Box 100: Off
	Check Box 99: Off
	Button 2: 
	Check Box 102: Off
	Check Box 101: Off
	Check Box 104: Off
	Check Box 103: Off
	Check Box 106: Off
	Check Box 105: Off
	Check Box 108: Off
	Check Box 107: Off
	Check Box 112: Off
	Check Box 111: Off
	Check Box 114: Off
	Check Box 113: Off
	Check Box 122: Off
	Check Box 121: Off
	Check Box 116: Off
	Check Box 115: Off
	Check Box 118: Off
	Check Box 117: Off
	Check Box 120: Off
	Check Box 119: Off
	Check Box 124: Off
	Check Box 123: Off
	Button 3: 
	Check Box 1010: Off
	Check Box 109: Off
	Check Box 1012: Off
	Check Box 1011: Off
	Check Box 1014: Off
	Check Box 1013: Off
	Check Box 1016: Off
	Check Box 1015: Off
	Check Box 1018: Off
	Check Box 1017: Off
	Check Box 1020: Off
	Check Box 1019: Off
	Check Box 1022: Off
	Check Box 1021: Off
	Check Box 1024: Off
	Check Box 1023: Off
	Check Box 126: Off
	Check Box 125: Off
	Check Box 128: Off
	Check Box 127: Off
	Check Box 130: Off
	Check Box 129: Off
	Button 4: 
	Check Box 140: Off
	Check Box 139: Off
	Check Box 142: Off
	Check Box 141: Off
	Check Box 144: Off
	Check Box 143: Off
	Check Box 146: Off
	Check Box 145: Off
	Check Box 148: Off
	Check Box 147: Off
	Check Box 160: Off
	Check Box 159: Off
	Check Box 150: Off
	Check Box 149: Off
	Check Box 152: Off
	Check Box 151: Off
	Check Box 162: Off
	Check Box 161: Off
	Check Box 154: Off
	Check Box 153: Off
	Check Box 156: Off
	Check Box 155: Off
	Check Box 158: Off
	Check Box 157: Off
	Button 5: 
	Check Box 164: Off
	Check Box 163: Off
	Check Box 188: Off
	Check Box 187: Off
	Check Box 166: Off
	Check Box 165: Off
	Check Box 190: Off
	Check Box 189: Off
	Check Box 168: Off
	Check Box 167: Off
	Check Box 192: Off
	Check Box 191: Off
	Check Box 170: Off
	Check Box 169: Off
	Check Box 194: Off
	Check Box 193: Off
	Check Box 172: Off
	Check Box 171: Off
	Check Box 196: Off
	Check Box 195: Off
	Check Box 174: Off
	Check Box 173: Off
	Button 6: 
	Check Box 200: Off
	Check Box 199: Off
	Check Box 202: Off
	Check Box 201: Off
	Check Box 204: Off
	Check Box 203: Off
	Check Box 206: Off
	Check Box 205: Off
	Check Box 208: Off
	Check Box 207: Off
	Check Box 2010: Off
	Check Box 209: Off
	Check Box 211: Off
	Check Box 210: Off
	Check Box 2012: Off
	Check Box 2011: Off
	Button 7: 
	Check Box 213: Off
	Check Box 212: Off
	Check Box 215: Off
	Check Box 214: Off
	Check Box 217: Off
	Check Box 216: Off
	Check Box 225: Off
	Check Box 224: Off
	Check Box 233: Off
	Check Box 232: Off
	Check Box 227: Off
	Check Box 226: Off
	Check Box 235: Off
	Check Box 234: Off
	Check Box 229: Off
	Check Box 228: Off
	Check Box 237: Off
	Check Box 236: Off
	Check Box 231: Off
	Check Box 230: Off
	Check Box 239: Off
	Check Box 238: Off
	Button 8: 
	Check Box 241: Off
	Check Box 240: Off
	Check Box 243: Off
	Check Box 242: Off
	Check Box 245: Off
	Check Box 244: Off
	Check Box 257: Off
	Check Box 256: Off
	Check Box 259: Off
	Check Box 258: Off
	Check Box 263: Off
	Check Box 262: Off
	Check Box 265: Off
	Check Box 264: Off
	Button 9: 
	Check Box 275: Off
	Check Box 274: Off
	Check Box 277: Off
	Check Box 276: Off
	Check Box 279: Off
	Check Box 278: Off
	Check Box 289: Off
	Check Box 288: Off
	Check Box 291: Off
	Check Box 290: Off
	Check Box 281: Off
	Check Box 280: Off
	Check Box 293: Off
	Check Box 292: Off
	Check Box 283: Off
	Check Box 282: Off
	Check Box 295: Off
	Check Box 294: Off
	Check Box 297: Off
	Check Box 296: Off
	Button 10: 
	Button 11: 
	Button 20: 
	Button 16: 
	Button 21: 
	Button 17: 
	Button 22: 
	Button 18: 
	Button 23: 
	Button 19: 
	Button 24: 
	Button 25: 
	Button 30: 
	Button 26: 
	Button 31: 
	Button 27: 
	Button 32: 
	Button 28: 
	Button 33: 
	Button 29: 
	Button 34: 
	Button 35: 
	Button 36: 
	Button 37: 
	Button 38: 
	Button 39: 
	Button 40: 


